FOUNDATION CERTIFICATE

Module F1: Security Strategy and Planning
Module F2: Security Service Management and Design

SABSA is the world’s most successful security architecture.

It is the leading open-use best practice method for delivering cohesive
information security solutions to enterprises. The SABSA framework
ensures that the security needs of your organisation are met completely
and are designed, delivered and supported as an integral part of your
IT management infrastructure.

This 2-module program has been designed to provide participants with
a thorough coverage of the knowledge required for the SABSA Foundation
Level Certificate.
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SABSA

Foundation Certificate Course Content

Security Strategy
and Planning

F1

This module provides participants
with a comprehensive understanding
of how the SABSA framework
delivers successful security strategy
and architecture. Through a series
of innovative presentations, case
studies and workshops, you will
develop the skills to use the most
proven security architecture design
and management processes

and find out how to develop a
comprehensive strategy for the
creation of a security architecture
that genuinely meets the needs of
your organisation.

Learning Outcomes

The top ten competencies
developed on this course are:

1 Define enterprise security
architecture, its role, objectives
and benefits

2 Describe the SABSA model,
architecture matrix, service
management matrix and
terminology

3 Describe SABSA principles,
framework, approach and lifecycle

4 Use business goals and objectives
to engineer information security
requirements

5 Create a business
attributes taxonomy

6 Apply key architectural
defence-in-depth concepts

7 Explain security engineering
principles, methods
and techniques

8 Use an architected approach
to design an integrated
compliance framework

9 Describe and design
appropriate policy architecture
10 Define security architecture

value proposition, measures
and metrics

F2 Security Service
Management
and Design

This module leverages the strategy
defined in Foundation Module

One to create the roadmap to
design, deliver and support a set
of consistent and high-quality
security services.

Covering the good practice lifecycle,
participants will find out how to
design, deliver and support a
comprehensive security services
architecture that integrates fully

and seamlessly with their existing

[T management and business
infrastructure and practices.

Learning Outcomes

The top ten competencies
developed on this course are:

1 Use SABSA to create an
holistic framework to align
and integrate standards

2 Describe roles, responsibilities,
decision-making and
organisational structure

3 Explain the integration of
SABSA into a service
management environment

4 Define Security Services

5 Describe the placement of security
services within ICT Infrastucture

6 Create a SABSA Trust Model

7 Describe and model security
associations intra-domain
and inter-domain

8 Explain temporal factors in
security and sequence
security services

9 Determine an appropriate
start-up approach for
SABSA Architecture

10 Apply SABSA Foundation
level competencies to your
own environment

GET A DETAILED COURSE OUTLINE

info@actagis.ch

COURSE INFORMATION

The

course is held from 9.00am to

5.00pm and registration is from 8.30am.
Fees include lunch, refreshments and all
examination and certification costs.

TERMS and
GUARANTEE

To ensure your admission to the course,
fees are payable in advance. To guarantee
your satisfaction we offer a money back or
full credit policy. Details will be on your
confirmation letter and our website.
Cancellations with full refund will be
accepted up to 10 working days before the
course. After that time no refunds can be
given, but substitutions may be sent at any

time.

About SABSA

SABSA (Sherwood Applied Business
Security Architecture) is the world’s leading
open security architecture framework and
methodology. Officially recognised by a
number of leading organisations and
government bodies world-wide and in use
in countless others, SABSA sets the
standard for security professionals.

From Foundation level certification which
requires a candidate to pass two test
modules covering the major principles,
design concepts and service management
processes of Enterprise Security
Architecture, up to Master level certification
which demonstrates advanced
competencies and leadership in a chosen
area of specialism.

HOW TO REGISTER

Send your details by email
info@actagis.ch

Register Online www.actagis.ch

Any queries please call
Customer Service
Tel: +41 79 689 50 76

GET DOCUMENTATION

info@actagis.ch





